LOGICAL ACCESS SOLUTIONS
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SOFTWARE THAT BRINGS TWO-FACTOR
AUTHENTICATION TO EVERY EMPLOYEE

= Secure desktop and network login - “Connecting” Windows® with HID physical
access control cards used by millions worldwide, for a strong, scalable solution, and

extending a second factor to standard username & password authentication.

L] Multiple technologies - Contactless HID Proximity, iCLASS®, and MIFARE®, as well as
Crescendo® PKI and Citrix login can all be accommodated simultaneously.

L] Software that fits any organization - Modular architecture provides versatile

implementation options to suit both small business and Fortune 1000 company.

L] Knowledge based authentication - Self-rescue for lost cards or forgotten

passwords.

Simplicity is not sacrificed

Software is designed to give IT professionals
flexibility in the design of a logical access
implementation in Standalone, Server or
Client-Server mode. Two components are
included: Workstation and Server. Depending
on the implementation mode, either or both
components are installed.

Citrix Secure Logon

naviGO allows for secure logon to virtual
environments, including Citrix XenApp and
XenDesktop on shared workstations.

Strong PKI Functionality

naviGO Client-Server deployments enhance
Windows PKI installations with easy to use

credential lifecycle management functions.

Sensible Purchasing Model
Unlike comparable solutions on the market,

hidglobal.com

there are no per-seat, user or server models.
Instead, purchased credential credits are
individually applied to HID cards on the
system, remaining there for the life of the
card. This model makes it extremely simple
and economical for companies of any size to

implement logical access.

Maintenance and Support

Software and updates are provided at no cost.
Free online support is available via HID Global’s
Support web portal and knowledge base.
Additional extended support will include onsite
installation service.

Free Trial
To receive a free trial version of naviGO,
contact navigo@hidglobal.com, or visit

www.hidglobal.com/navigo.
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WORKSTATION FEATURES:

PIN unblock and reset

Knowledge-based Emeregency Access with optional logon, PIN L]

or password reset

Ease-of-use in Enrollment & Provisioning

Self-service for all supported card types

Managements of logon options

Tracking of Log-On events support audits and compliance

SERVER FEATURES:

L] Full web-based admin portal

Full integration into MS Active Directory for easy user management

L] Centralized policy management including Workstation logon

options

End-User Self-service portal for Enrollment, PIN reset & card

replacement

Language support for French, German, Spanish, Italian,
Portuguese, Russian, Japanese, Korean and Simplified Chinese.

Easy deployment and provisioning of Strong Authentication

naviGo naviGO naviGO
Implementation type Workstation .
Client-Server Server
Stand-Alone
Contactless
Contactless Credentials
naviGO end-user logon experience Credentials Contact PKI Contact PKI
9 P Emergency Credentials Credentials
Access Emergency
Access
Contactless credentials support (HID
PROX?, HID iCLASS®; MIFARE?, DesFire®) Yes Yes No
Contact PKI smart card support
(HID Crescendo®) No Yes Yes
Multiple PKI certificates & CA support No Yes Yes
Roaming user support No Yes Yes
Selfservice webportal for users No Yes Yes
Emergency access with PIN Yes
9 Y Block & change Yes (incl. PKI with No
9 rolled PUK)
End-user emergency access using
knowledge based authentication (KBA) Yes Yes No
Central policy management for P!N & No Ves Yes
emergency access questions
Centralized event logging & audit support No Yes Yes
Virtualized environment logon support Yes Yes Yes
Citrix® XenDesktop / XenApp logon support ves
(Citrix Ready Certified)
Secure applltfatlon. logon or‘i shared Yes Yes Yes
workstation with generic logon
Secure application provisioning No Yes Yes
naviGO System naviGO naviGO

Server

MS Windows Standard or
Enterprise Server: Windows
Server 2003 (32 bit)
Windows Server 2008 R2
(64 bit)

MS Domain Controller with AD,
MS IS, MS SQL (Express or
higher), MS Certificate Service
(for PKD), .NET Framework

Workstation

MS Windows XP, Vista, 7
(32 & 64 bit)
MS Windows Server 2003 (32 bit)
& 2008 (64 bit), MS Windows XPe
(embedded)

For minimal hardware
requirements please check
http://windows.microsoft.com/
systemrequirements

Requirements

Operating systems

System

North America: +1 949 732 2000

Toll Free: 1800 237 7769

Europe, Middle East, Africa: +49 6123 7910
Asia Pacific: +852 3160 9800

Latin America: +52 477 779 1492
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